D095
Bbyoku 3k3aMeHAIIHOHHBIX BOIIPOCOB

bnok 1 - meopemuueckuit - onpeodensem ypoeeHv u CUCHEMHOCHLb
meopemuyecKux 3Hanuil

Cuctembl HHGOPMAIIMOHHON 0€30MaCHOCTH

1. AKTyallbHOCTh U II€JIeCO00pa3HOCTh ayauTa HUHGOPMAIMOHHON
0€30MacCHOCTH, ONIPEACIICHUS, TEPMUHOJIOTUS

2. Jleranuzanus HanpaBJIeHUH ayauTa THOOPMAIIMOHHON 0€30MMacHOCTH

3. 3aaun KOMIUIEKCHOTO, BHEIITHETO U BHYTPEHHETO MHCTPYMEHTAIILHOTO
(axTHBHOTrO) aynuTa HHGOPMAIMOHHON 0€30MMacHOCTH

4. Coop uHpopmalu npu ayaute uHPopMauoHHOM 0€30MacCHOCTH

5. Knaccel mep 6e30macHOCTH, HaNpaBlICeHHBIC HA JIFOACH

6. HexonTponmpyeMbiii  BbIXOA KOH(pUACHIIMATBLHONH WHpOpMAIUK 3a
peaesibl KOHTPOJIMPYEMOU 30HBI, CJIEJICTBHS BbIX0OJIa U BUJIBI YyTPO3

7. CpencrTBa 3aliuThl, OIpeJesieMble eSITeIbBHOCThIO 4YeJIOBEKa WIH
perIaMeHTUPYIOITUE AeATeTbHOCTD

8. KonduneHmanpHOCTh, IIEIOCTHOCTD, IOCTYITHOCTh MH(POPMAIMOHHOMN
0e30MacHOCTH, CIIOCOOBI 00ECTICUEHHUS

9. IIpuuyrHBI BO3HUKHOBEHHUS YTP03 0€30MacHOCTH MHPOpMaLIUU

10. KoMmbloTepHbIE TPECTYIJICHUS. JTalbl KPUMHUHAIUCTHYECKOTO
nporecca

11.  Jlor-daiinel. [{oka3aTenpHas cuiia JIOTOB

12.  Kakum oOpazom peanusyercs «BpemoHocHble mporpaMMbl», KTO
ABIISIETCS MPECTYIMTHUKOM M KaKUE CIIeJIbl OCTAIOTCS MPU peau3aiii JTaHHOTO
PECTYIUICHHUS

13.  Kakum ob6pazom peanusyercs «MOIIEHHHYECTBO B OHJIAMH UTPax»,
«DUIIUHTY, KTO SBIAETCS MPECTYITHUKOM U KakKhe CJEeAbl OCTAloTCA MpH
peanu3aiu JaHHOTO MPECTYIUICHUS

14, DOTUYHBIN XaKUHT

15.  MHCTpyMEHTHI 3STUYHOI'O XaKUHTa

16. HccnemoBaHme BOCCTaBIEHHBIX HaHHBIX ¢ moMorbio Kali Linux

Jlumepamypa:

1. JluxonocoB A., JlenmcoB JI. OcHOBBl ayauta HHPOPMAITMOHHOMN
Oe3omacHocTH: yueh. mocodue. — M.: M®DIIA, 2010. - 304 c.

2. ABepuenkoB, B.W. Aymutr wmnbopmanmoHHON Oe30macHOCTH: y4eO.
nocobue / B.U. ABepuerkoB. — 3-e m3a. — M.: ®JIMHTA, 2016. — 269 c.

3. CkabuoB H. Ayaut 6e3onacHoctr nHGOopManuoHHbix cuctem. - CII6.:
ITutep, 2018. - 272 c.

4. lllanerun  B.®. WudopmannonHas 0€30MaCHOCTh KOMIIbIOTEPHBIX
cuctem u ceteit. - M.: Uadpa-M. -2018. — 416 c.

5. by3zoB I'.A. 3amuTa undopmManuu OrpaHUYEHHOTO JOCTYIMA OT YTEUKU



M0 TeXHUYEeCKUM KaHainaMm. —M.: ['opsuas munus-Tenekom, - 2015. - 585 c.

6. MenbuukoB B. Il. 3amura nndopmanuu: yued. - M.: Akaagemus, -
2014. - 304 c.

7. HectepoB C. A. upopmaninonHasi 0€30MacHOCTh: y4e0. U MPAKTUKYM
s akana. bakamaBpuara. - M.: Opaiit, 2019. - 321 ¢

8. ®enoroB H.H. ®opeHsuka — KOMIbIOTEpHAas KPUMHUHAIUCTHKA —M.:
IOpunnueckuit Mup, 2007. — 432 c.

9. Kali Linux. TectupoBaHMe Ha NPOHUKHOBEHHE M OE€30MACHOCTHY
N3parensckuit qom Ilurtep.

10. Common  Vulnerability = Scoring  System  SIG.  URL:

https://www.first.org/cvss

bnok 2 - npakxmuueckuii - 6viagiaem cmeneHv CQHoOpMuUposanHocmu
QynKyuonanbHvix  KoMnemeHuui  (yMeHue - HPUMEHAMb  MemOOUKU,
MEXHON02UU U MEXHUKU 8 NPeOMemHoll odnacmu)

Ocnoghbie memul.

1. MeToMki ~ TECTHPOBaHWUS  HMHPOPMAIIMOHHBIX  CHCTEM  Ha
3aIUIIEHHOCTD OT aTaK

2. ABTOMaTM3alusi pacyera PHCKOB IIpH ayauTe WHGOPMAIIMOHHOU
6e30macHOCTH

3. Kpanmudukanuonnsie TpeboBaHUA K ayautopaM HHGOPMAIMOHHON
6e30macHOCTH

4. Peamm3arus TIOJTUTHKH UHPOPMAITMOHHOM 0e30IacHOCTH,
OpTaHM3AIMOHHBIC MEPOIPHUSITHS 3aIIUTHI HH()OPMALIUN
5. Peanmzamus TTOJTUTUKH nH(pOpMAITHOHHOM 0€301acHOCTH,

MEPOIPUSATUSI TEXHUYECKOTO XapaKTepa, 00ecleynBaloye 3auuTy 00bEeKTOB,
TroJie 1 nHGOopMaIin

6. OCHOBHbIE =~ METOAWMKH  aHAJIW3a  PUCKOB  HWH()OpPMAIMOHHOMN
0€30MacHOCTH, METOIbI UX OIEHKH

7. Cuctembl  WACHTU(DUKAIMK,  NPUMEHSAIOMNUE  OHOMETPUYECKUE
XapaKTEPUCTUKHU

8. CpenctBa 3amuThl MHQOpPMAIMK, OCHOBAHHBIE Ha MPeOOpPa3OBAHHUU
JaHHBIX ©  oOecrneyuBamne KOHMOUICHIIUATBHOCTh U IEJIOCTHOCTH
uHbopMaIuu

9. IIpuemnembie BOMPOCHI MPU MPOBEICHUHN KOMIBIOTEPHON TEXHUYECKON
AKCHEPTU3bI

10. OOBEKTH HCCIEAOBAHUS KOMITBIOTEPHOW KPUMHUHAIHCTHICCKOM
XapaKTEPUCTUKHU

11. CpeactBa W  UHCTPYMEHThl  KOMIIBIOTEPHOW  TEXHHUYECKOU
AKCHEPTU3bI

12. 3aBepenme KoHTeHTa. JlOKa3aTeIbCTBO HAIWYUS  KOHTCHTA.
BreisiBienne wncrounuka. [loka3zatenbCTBO UMCMHONIb30BaHUA. Pa3menieHune B
(daioBbIX CETIX


https://www.first.org/cvss

13.  Crannaptsl SysTrust u WebTrust.
Jlumepamypa:

1. JluxonocoB A., JenucoB JI. OcHOBBl ayauTa HWH()POPMAIIMOHHON
6e3omnacHocTu: yueb. mocodue. — M.: M®DIIA, 2010. - 304 c.

2. ABepuenkoB, B.M. Aynutr undopmanumoHHoil Oe3omacHocTH: yueO.
nocobue / B.1. ABepuenkoB. — 3-e uzg. — M.: ®JIMHTA, 2016. — 269 c.

3. CkabuoB H. Ayaur 06e3onmacHOCTHM HMH()POPMALUOHHBIX CHUCTEM. -
CIIG.: TTutep, 2018. - 272 c.

4. [lanprun B.®. HudopmanmonHas 0€30MaCHOCTh KOMITBIOTEPHBIX
cucteM u ceteil. - M.: Uadpa-M. -2018. — 416 c.

5. By3oB I'.A. 3ammra nHdopManuu OrpaHUYCHHOTO JOCTYIA OT YTEUKU
o TeXHU4YeckuM KaHanaM. —M.: ['opsiuas nunus-Tenexowm, - 2015. - 585 c.

6. MenbaukoB B. Il. 3ammra undopmanuu: yued. - M.: Akagemus, -
2014. - 304 c.

7/.HecrepoB C. A. HWudopmanmonHas O0e€30MacHOCTh: Yy4yeb. u
npakTUKyMm s akana. bakanaBpuara. - M.: FOpaiit, 2019. - 321 ¢

8. ®enoroB H.H. ®opeHsnka — KOMIbIOTEpHAsT KpUMHHAIMCTUKA —M.:
Opunnueckuii Mup, 2007. — 432 c.

9.Kali Linux. TectupoBaHwe Ha NPOHUKHOBEHHE U OE€30MMACHOCTH
Nzparensckuil qom [lurep.

10. Common  Vulnerability =~ Scoring  System  SIG.  URL:
https://www.first.org/cvss

11. ®CTOK Poccun. URL:http://www.bdu.fstec.ru/
12. https://www.bsi.bund.de/
13. http://lib.itsec.ru/forum.php?sub=12011&from=-1

14. byonor A., Ilpxeropmunckuii B., CaBuakua O. OCHOBBI
nH(opManMoHHON Oe3omacHOCTH. YueOHuk. —M.: Akagemus, — 2018. — 256 c.

15. BoctpemoBa B.E. OcHoBbl uH(MDOpMaNHOHHONW O€30MAaCHOCTH:
yaeOHoe nocobue. — ExatepunOypr: M3a-so Ypan. ya-ta, 2019. — 204 c.

16. Bill Nelson, Amelia Phillips, Christopher Steuart Guide to
Computer Forensics and Investigations: Processing Digital Evidence, Fifth
Edition. Cengage Learning. 2016 WCN: 02-200-203

bnok 3 - evissnaem cucmemmnoe noHuUMaHue U3yuaemou npeomMemHoil
oonacmu, cneyualUzUPOBAHHbIe 3HAHUA 6 00Jacmu Memoooao2uu
UCC/1e008aAHUA (CUCMEMHbBIE KOMNEMEHUUU)
Ocnosnble membl.:
1. TpeOGoBanust K  ayIUTOPCKUM  KOMOAHUsAM B  cdepe
MH(POPMAITMOHHBIX TEXHOJIOTHH.


https://www.first.org/cvss
http://www.bdu.fstec.ru/
https://www.bsi.bund.de/
http://lib.itsec.ru/forum.php?sub=12011&from=-1

2. llenp 1 Ha3HAYEHHE MOJUTUKUA OE30MACHOCTH, COJIEP KaHHUE.

3. KonuuecTBeHHbIE W KAYECTBEHHBIC WIKAIbl JJI1 ONpPEIEICHUS
BEJIMYMHBI PUCKA NH()OPMALIMOHHOM O€30MaCHOCTH.

4.  OmnpeneneHue 3alllUIIEHHOCTH W YPOBHA HWHGOPMAIIMOHHON
0€30MacCHOCTH.

5. OOecneuenne uWHOPMAIMOHHON  OE30MACHOCTH, OCHOBHBIE
HaIlpaBJICHUSL.

6.  Ayaut uHpopManuMOHHON 0€30MaCHOCTH, OCHOBHBIE HAIIPABIICHUSI.

7.  Kpurnueckas uHpopManuoHHas HWHOPACTPYKTypa, oOecredeHHe
3aIUTHI.

8. TexHomorum  HMCKYCCTBEHHOTO  MHTEJUIEKTa W CpEACTBa
o0ecrieyeHnst KOMIIEKCHOM 0e30MacHOCTH.
Jlumepamypa:

1. ABepuenkos, B.1. Ayaut nnpopmanronHoi 6e3onacHocTu: yueoO.
nocobue / B.U. ABepuenkoB. — 3-e uza. — M.: ®JIMHTA, 2016. — 269 c.

2. CkabmoB H. Ayaut 6e3onmacHocTH HH(POPMAIITMOHHBIX CHCTEM. -
CIIG.: ITutep, 2018. - 272 c.

3. lllansrun B.®. UudopmarmonHas 6€30mMacHOCTh KOMIIBIOTEPHBIX
cucteM u ceteil. - M.: Uadpa-M. -2018. — 416 c.

4. by3os I'.A. 3amuTa uHGpOpMalKi OrpaHUYEHHOTO JOCTYNA OT YTEUKH
10 TeXHUYECKUM KaHajaM. —M.: ['opsiaast muaust-Tenexom, - 2015. - 585 c.

5. MenbuuxoB B. I1. 3amura undopmaruu: yueb. - M.: Axkagemus, -
2014. - 304 c.

6. Common Vulnerability Scoring System SIG. URL.:

https://www.first.org/cvss

7. ®CTOK Poccun. URL:http://www.bdu.fstec.ru/

8. http://lib.itsec.ru/forum.php?sub=12011&from=-1

9. byonos A., [Ipxxeropnunckuii B., CaBunkun O. OCHOBBI
nHopManMoHHON Oe3omacHOCTH. YueOHuk. —M.: Akaagemus, — 2018. — 256 c.

10. Bocrpenona B.E. OcHoBbl nH(OpMaInOHHOM 0€301MacHOCTH:
yaeOHoe nocobue. — ExatepunOypr: M3a-so Ypan. ya-ta, 2019. — 204 c.

11. Bill Nelson, Amelia Phillips, Christopher Steuart Guide to
Computer Forensics and Investigations: Processing Digital Evidence, Fifth
Edition. Cengage Learning. 2016 WCN: 02-200-203

Temartuka Dcce

[Ipo6nemuo-Temaruueckoe scce o ['OIT D 095

Dcce TaKbIPhIObI Dcce TaKbIPhIObI Dcce TaKbIPBIOB
(Kazak TUTiHE) (opbIC TiTIHTE) (aFBUIIIBIH TUTIH]IE)



https://www.first.org/cvss
http://www.bdu.fstec.ru/
http://lib.itsec.ru/forum.php?sub=12011&from=-1

AKIapaTThIK Kayilci3aiKTeri
9THKA JKOHE JKayanKepIITiK

DTHKa U OTBETCTBEHHOCTH B
nH()OpMALIMOHHOH 6€30MTaCHOCTH

Ethics and responsibility in
information security

AFBIMIArbl KbI3METIHI3AIH
aKNapaTTHIK Kayilci3mik
OarbIThIMEH OAMIAHBICHI

Koppenauus Bamelt Tekymeit
JEATEILHOCTH C HalpaBJICHHEM
WH(POPMAaIMOHHOH 0€30MacHOCTH

Correlation of your current
activity with the direction
of information security

Kocnapnanran aucceprarus
TaKbIPBIObL. OChI
TaKbIPBIITHIH ©3EKTUTITH
HETI3IeHI3

IInanupyemas
Ob6ocHyiite
TEMBI

TeMa JUCCEPTALUU.
aKTyaJbHOCTh JaHHOMN

The planned topic of the
dissertation. Justify the
relevance of this topic

Henikren mokTopaHTypara
TYCYT€ IIEIIiM
KaObL1aaapIHbI3? Kanmait
0achUIBIMIAPBIHEI3 6ap,
OJIapIbIH JICHreili MeH
TaKBIPBIObI?

Ilouemy pemmid  noctynaTth B

JIOKTOPAHTYPY? Kaxue nMeeTe
nyoNvKaluk, WX  yYpOBEHb U
TemMaTnka’?

Why did you decide to
enroll in doctoral studies?
What publications do you
have, their level and subject
matter?

HemnikTen akmapaTThIK

[loyemy BBIOpaI IOKTOPAHTYpPY IO

Why did you choose a

Kayirci3/ik OoMbIHIIIA nHdopManmonHoii  Gezomacuoctu? | doctoral program in
JIOKTOPAHTYPaHBI Kakue HaBBIKU B obnacru | information security?
ta”maaeiHER? Cizne Kamai | “H(OpMAIHOHHOM 6esomacuoctu | What information security
aKMapaTThIK Kayilci3 ik nmeere? skills do you have?

JaF IpLIaphe1 6ap?

AKnapatThIK Kayinci3miktin | Brusiaue undopmammonnoii | The impact of information

JKEKe HKOHE KOPIIOPATUBTIK
Kayinci3mikke acepi

0e30macHOCTH  Ha  JIMYHYKD H
KOPIIOPAaTHBHYIO O€30MacHOCTh

security on personal and
corporate security

AKIapaTThIK Kayilci3miKTeri
ITHKA KOHE JKayaIrTKepIILTiK

OTHKa W OTBETCTBEHHOCTh B
rHGOPMALIMOHHOM 6€30ITaCHOCTH

Ethics and responsibility in
information security







	Блок 1 - теоретический - определяет уровень и системность теоретических знаний
	Блок 2 - практический - выявляет степень сформированности функциональных компетенций (умение применять методики, технологии и техники в предметной области)
	Блок 3 - выявляет системное понимание изучаемой предметной области, специализированные знания в области методологии исследования (системные компетенции)

